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Honey tokens are basically known as “traps or decoys“, are different artifacts that helps to track activity
in case of a breach. It can be used on files, images, databases, API keys, and more.

As part of an “Active Defense & Cyber Deception” mindset, the use of honey tokens to track valuable
data can be a good technique to track as much information as possible from any attack activity. Canary
Tokens is a project that can be used for this, it is free and available online, also, you can set up your
own server (preferable) to avoid easy detection and get better results.

Track activity ? but how ?

First: Token

“It is a unique value created to identify something”

For example,

Recently your company approved a new security policy to store the financial reports in .pdf file format
on a specific network location. “C:\vault” So, based on the request the network location from now will be
a high risk data value and monitor it will be a must. Canary Tokens contains a token type “adobe_pdf”
that basically can create a simple trap, “a new blank file named as you want that will trigger an alert
once the file is open” also, for this specific scenario you can set a new token to monitor in case the
network share is accessed.

Let’s create the .pdf file trap, (Canary Tokens – online version)

#createdecoy

Step.1 Visit the Website (site)

You will see a interface like the following,

https://offsecvault.github.io/


Step.2 Create the .pdf file token

2.1 Select your token from the drop-down menu:

2.2 Insert the email address or web-hook URL and brief description as reminder for this alert
notification:

2.3 Click “Create my Canarytoken“



Note: The token creation process is the same for the different token types, it will change on behavior,
for example for .pdf or word token type you will download a file and a remote request will be created
when the file is open, however, the “Web bug /URL Token” does not create a file, instead it creates a
URL and it triggers when the URL is visited.

2.4 Token active, now, let’s download the token

2.5 Rename the file so it looks like a normal report



#attack

Now, assume an attacker got access to the folder and the attacker will open the file looking for PII, PCI,
etc, information,



Note: Depending the current Acrobat Reader settings when you open the file automatically it creates a
DNS request to the server and it will show up a pop-up window requesting you to allow or not the
connection. Allowing this request will trigger the alert, however, in case you already have that setting as
“allow“, it automatically will trigger the alert.

“here an attacker probably will identify that something is really strange…” however if the setting is
already set, it will not pop-up any request window, so, the attacker only will see the new tab window
with the request.



#analysis

Once the alert was triggered you will receive a notification depending the settings you selected, (email,
SMS, etc.) for this specific scenario [.pdf file] we have two options, “email address or web-hook URL“,
previously we selected “email address” so, let’s check the notification we got.



Here we have some valuable information, the first and most important! File and network share was
compromised… Analyzing further the canary token alert we can conclude the following,

-Source IP that accessed the file / GEO (possible public IP, it depends based on configuration)
-Time when it was accessed
-Reminder, brief description of what was compromised
-Token type in case description does not help !

Checking, “more info on this token” section you have more information and a possible location of the
attacker, let’s double check



This section adds some information related to the geolocation, ISP, if it is currently using a Tor Node or
not etc.

Exist different ways to implement decoys using Canary Tokens (.pdf files, word files, networks shares,
API keys, database usage, QR code) and more, it will depends the current scenario but it is a really
good way to known that something bad is happening so we can take actions at same time.


